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(54) COMMERCIAL TRANSACTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To rationally and safely perform a 
commercial transaction by using a virtual card on the communication line 
of internet or the like and performing communication after converting 
processing such as enciphering is temporarily executed to card 
information. 

SOLUTION: In the case of registration from a user 12 to a certificate 
agency CA 13 and a card company PG 14, first of all, the user 12 
generates a disclosure key and a cryptographic key, registers this 
disclosure key to the CA 13 and gets the certificate of that disclosure key. 
Besides, when the user 12 applies the registration to the PG 14 together 
with the disclosure key, the PG 14 confirms whether the disclosure key of 
user 12 is registered in the CA 13 or not. Then, the CA 13 issues the 
certificate of the disclosure key registered by the user 12 to the PG 14. 
Similarly to a credit card, the PG 14 investigates identity and in the case 
of OK, the PG 14 sends a credit card number to the user 12. Thus, the 
transaction is simplified in comparison with a conventional commercial 
transaction using credit cards and without requiring any special 
equipment, the commercial transaction is easily performed. 
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mmmi 

ftWKttgBEaWCACCertification Authority), 
S/y hWS^HPGCPayiient Gateway)9t9»S*ifcB& 

(DES (Data Encryption Standard) , FEAL (ifTk, S 

*ffl:" iaJix-^Bg#7;l/JUXAFEAL" , 40 

WTMm£&WMg, amrnm) , vol.8o.no.h3.it 
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8&j£, ^T*$>9, iHI@«*{£flibTi£fc*S«\ fto D o 
%Fi&»3l"r*t>OT?feSo i/aVf (l O ft{B@ 

*1it%t><OtLrco (1 2) a, a— «f-T*&o, -> 

g^d i) OfgffifcfiA, -y— 

ittb<om\. SAire&D, -> 3 y7 (i i) fcraaBB 
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^•yh«Baaj, Ktttst^t^So ) -e* 

ft, {®A#T'fe5c ^US^vhWIlWI (14) t.S/3 

*;7(ii) fcnmu iifiia«i:^ amisiii^^ffl 

5 0 ^7^f7>h (a-+f- (12)), shop (1 
1) , CA (1 3) , PG (1 4) teT^TInterneU: (1 
0) K?F£U CA (1 3) tPG (1 4) t4I^C«SMT-* 

[0 0 0 7] K»*^fcbT4JIMI*«i»^«^0*56 
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[0 0 0 8] x— »f- (l 2) tf&gftHHCA (1 
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©■bftlco^TWHT*. ^ TiE^(D~@tia2tDa). 

fi^ti, 3>T^Jifi0^ (1 0) ±-pfTton5*.OT*{4 
CP (12) t44ilW«fcasffi»&*J«t, SfiE 

ismca (i 3) ^co^Bia*as-r* e 

© a— »f- (12) (4I2IIOTCA (13) 

® x— !f- (12) ttttia«i:-ttlc*-H^ttPG 

(^us^yheaa« (14)) ^tao. 
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lE,12E.14Etts «4*<b-r-**«a^ SttBSEOjEStt 

w, cpueitsxttiwswicSEKsna. nc.i2c, 
[ooio] ^icBi5i«p©iuse!i€)Mi^*«wrso c 

cDm£, ->37^(11), *l/S?yFW8«M (1 
4) im\Cft^ Btt*tlTV>*t»Ofcbfc±T», *U 

|5iB^-ri, 0 ol— 9 s - (1 2) tcfct-'T^ ^k»hf- 
**IMB«ISfT*© (12A) ©AftiS (12F) KA*lT 

So m^mmn^m 02A) a, «HB*fcjB^T*u$> 
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7 (1 1) tis 4S*Atti±J#S (11O UtoMmtT 

-ftzgmmmu ^mmmi^m qib) ^aa-r 
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?Tfeft^»&, ->3>y^ (1 1) ^<D^^7hf 40 
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TlBfflieiDflWfttT, 4B*AtH^l¥© (HO ic 
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^LTj1«Ih]^ (1 0) ±fcffl*)U 

bb (1 4) tasfli-rs. $i»jLfc*&a, t-onssfce 
«a-if (1 2) tanB-rs*^t.fta« i'W'vn 
BE«iBa (1 4) a, coBg^ftr-^^ffisfeAa^^a 
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*8H§i"tu ss-f-^jeyi^a (ho ^tH^-rso 

S»r-*«!H¥© (140 a, A^$nfc^b^-yh 
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^u>/*>y h^a^sa (14) o^Mata-stcLOBS^ 
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a-9--exo^«^iE^^t<DMy»fL, lE^r-feti 

a-if- (12) tcm&oWxButv- ex^nm 
^t3„ iaa«i5ioBrs*3.— if- (i 2) Kftwa 

RlS*^-rfll«*A*« (HF) K.\1dtZo w 

ffiantr^s (ha) a. iMEats-^^TJioBrstt 

fg^Bf^HbU «5fcAUJ*i*a (110 > &fe®1SL (1 
0) *ftLT3L-*f- (1 2) 'xtfttrrs. a— «f- 
(l 2) as e©W£1SfB£4S*Affi*i3M8 (120 * 
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(11) <DHoniepage±T'^p a p*^a\ >U^yh*-K 
S^VCCJCfc 
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tm^mmzftitc&, a-ir- a 2) b-> 3 7-/ 
mtLxm%o =l—v- (i2)tt^a7y(n) i 

a«-T*4MI««»oTfc^ft»tltfCA (1 4) KIHH/vg- 
fcffiV^dfctfT'tSo ffl, 3-+F (12) -PG (A 

-PGmtmmmc3.-if (1 2) -> 3 7/ (id 

ffl*ffiBE-r & c t fe orffiTS 5. L &BK%£iS fc 
£fc, a— tf (1 2) ->3 7^ (11) W 
BRfcHfeSf, •>3 77' (11) fc*-F»^*ft*. 
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M«-ptta<, pg (1 3) ©awrewrafcUTfa 20 

7^(1 1) ^&5£i:i:&;g>o cona-f (1 2) 
tt, PG (13) kafflM-*«*l*oTV^tntfCA 
(14) Knt^frty&tt&t £5 

© i/37/di) tt^o* u->*7 ha- fs^vcc 

#S»2nTVSPG (14) NBt^fe** - *"*. £© 
B#, i/a y~f (1 1) — PG (14) HT?ffi^BSE, 

an^ttT9o 5/37^ (11) ttpc (1 4) tmmt 
*4>w«*jff-3Tv^a»tntfcA (13) tBt^*5«4i 

© PG (1 4) tta— 9*- (12) K*tLTEffiE*B* 30 

-rso *f- (12) ••>37^(ii) mit 

m^mm. wmmzwioo a— 7- (12) hvg 
(1 4) tttesvKffl^^jas-rs^iwa^fipoTv^ 

if txim (1 3) fcHv^t?«4MHM&fe&5. 

© =l— tf- (12) fcPG (1 4) fcM55l^lcffl#BIE 

© PG (1 4) I4*>3<y7 (11) KttLTa— «f- 
(12) «D«HS*fca.~ If- (12) <D5-m&%*W. 

to 
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© •>377'(11) tf- (12) lcHA<D0K/N 

[0 0 13] Bl^^iCfcLTKPS (Key Predistribu 
tion System) ^SC*fflV^c«^©*»W©flfi©flffliW 
ICO^T04, H5*#gaLT»f«lltc8iWfS. KPS 
£Si:l4. ffl^OHBSiJ^* a^flDasaf r^rf U XAfciS 

K-t>*7^yXA*Hf»u c©-fe:/*7;i/=ryx so 
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8W7^=f U XAfcfMM-*. -fe yfTiisd y XhcDtt 

*«©fw#s» §tsy?©£S^ «*«*f^i«-ra* 

■P0tT8Kffl3**ffiRtfrt«tt, WMB6 3-3 6 6 
3 4^, &BPS6 3 - 1 0 7 6 6 7«4Hi*t**tlT 

XA2: LTte (Blon.R., "Non-Public Key Distributio 
n," Advances in Criptology:Proceedings of CRYPTO' 8 
2, Plenum Press, 1982, 231-236) C^*nS7;l/dTUX 

[0 0 14] B4**fi&U 3.— if- (1 2) OK PS 

© a— if- (1 2) ttiiUfO^U^y h*-FfcH» 
fc*-K£ttPG (14) ^UA^ 

© cntaiso^u^h*-Ffc^i*fc*-K6i± 

PG (1 4) #*AWlE*fTt\ OKT»»ntfWeff«BB 
CS5SB7;l/=fU XA©S8fT*fl9S-TSo NGT'&txtfc: c 

© KPS-bV^(KPSH^T-b>^) (BSfllBllCA (1 

3) ) ft<8K&7;!/:fyXA*£j£U *- K£ttPG (1 

4) 's&So 3SE818CA (13) Bg^StLTK 
PS5/XrA*ffl^**^, -fey^7;i/3';XA^mw 
U KPSioATOcSU inA#OWW?*co-b> 
?7;l/i'J XAlcSSLT, ioA#H*©aHB7;l/ X 

© *-F£ttPG (14) «o-+f- (12) ^US; 
>y h*-F##fc$ga7/b3*yXiv£-try h-PitSffifttt 

[0 0 15] <£^©JtftM&«$£l2 5 (a) ic^L 
fc„ 13 5 (a) fcfcVT, (1 1) tt % i§p a cN It-ex 

**«tt"r*iais»T?*»), (i 2) «\ a— «f-r*$. 

0, (14) 14, h«H»?««. ***tt±' 

i«T9tti^I^T^S. (ill), (2 11), 
(4 1 l) (4> SWB7;l/^'JXA||ff*©-pa&*), *n 

*tf» H5^g|5 (ll)tt, BSEttlHCA (13) ti»© 

WijTiDi*as(*u munmck d 3) a, 

*-r4-fe>*7;b^'JXi»tc©WW?IDl**UTlB 

tf7;b=fyXA*ffrtbrcn«iB«» (11) tcasf* 
p s M»4i»*KciE««nTv?*#aw*»aiK*uffl 

-TSt(DT'S?. 0 «SSg7;b3"yXAHlT¥IS (2 11) 
tt % rL-+F- (1 2) IgiEaMCA (1 3) fci#<D 
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yXAUff^a (4 l l) (4, £-F#*±PG (14) 

mmmma u 3) \z^<Dmm^^Lxn^ 

(a) Efci/^T, ^7;UrfyXAHtf^lS (111) 

5 0 ) , 2 0©A;>J^&£T3#§$%g1-3Cn?«& 

(112), (2 12). (4 1 2) BffiMST 
Bf^ik7;l/drUXA, femtTfrdlV XA*S 

{tT;l/rfUXAtt, DES, FEALHWI 

7;V:iyXA<Df6, a*JH#"»*7;l/:Jy XAT*fc*U4\ 
&{5J& 3 7;brf U XA T'& o T t 4 V\, (1 A) (2A) (4A) 

A*lSPT-&?), X* + y— 

^©x-^McTA^fSUgg, «ttB«KJSCT 

«8W5o (ib).(2b),(4b)h:, ±ica^?nfcx-^^ 
tn^-rssp^Ta&oT, r-f^w, xy>*fcttj$ 

&<DT'££„ H(1A), H(2A), H(4A)tJ, BfHtffcbfcr 
-*£Htfrr£gP#T-£D, Kl), K2), I (4)«, 

(a) ii, KSEtlBSCA (13) &QW®7)l<3V XAtf 

^•n^ntE^snfc^ *u^-y mi^ho^u^ 

h-r-*t«fc«3l3l*fT5IRO»f^U:ov'>TSlWr5i& 

COO 1 6] -a— »f- (12) tt, «»©IR3'S»0^ 
n^OIR^W (11) **gj£Lfc«, $IAL4 9i:-f5 

•JR3S» (1 1) (4, *U«^rtlft*^y FMSSPfca 

— y- (12) tea^ift-rs. 

• a— »f- (l 2) 14, iSte>fyffl^&fc*U->*>y US 

MnP (14) 

c ©Affile *j^t, ^-nrnffl^ougij^dDi , 102. id 

[0 0 17] a— if- (1 2) (4, 1z5?rP (ll)Cl 
»J?IDlfc*U5?yMMBtt (1 4) <DM5iJ?ID4*S# 
<0iHB7;1/=f'JXAfSfir¥a (2 11) EA^U «W 
HK12, K24*tH;bfSo fl&rSgP (1 1) «, rL-Hf- 

(12) (om&mtt^Vv MM (M)OI 
giJ^ID4*a^^®7;UrryXAHtf^ (ill) 
KAflU tt£glK12, K14£tbft-f 3 0 *U5^yh«l» 

» (i 4) ti, is^sp do owaj^iDita— y*- 

(12) ©«8U ; FID2*i#©*Bffi7;U:JyXA2SfT¥ 
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ft (4 1 1) KA^JU &£«K14, mzmjrrz,, C 

[0 0 18] a— «f- (1 2) «, C0#fs«K12*l* 
^{b§§ (2 12) fcAfttfclflgT^l^'y h#^£A 
£SP (2A) 4 9A*rf 5 0 I**t{t8 (2 1 2) tt, A* 
*nfc^l/^vh#^*l«^fbUTlR5Sffl5 (1 1) 
10 5o fi&^SP (ll)tt, c©HS^fk-r-^*A*aPI 
LTAfcU ttW@K12lcS^^T. (1 
1 2) EJ:D«^{bLT*©*b5>vh#4f*!*ffiU 
^©g£, htiWgP (1 4) EBSttf*. 

<om. t^Jvvmsm (14) ©«amD4*a#© 

iBffiTyl/J'JXAIIfT^a (ill) KA*LT, ft^ 
«K14*m8U SjftW (112) ©A*)SP (1A) 
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